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* Cybercriminals regularly breach security systems

* Companies reluctant to report crimes to authorities

* Hackers increasingly look at smaller targets

By Diane Bartz and Jim Finkle

WASHINGTON, Nov 24 (Reuters) - Cybercriminals regularly breach computer security systems, stealing millions of dollars and credit card numbers in cases that companies keep secret, said the FBI's top Internet crimes investigator on Tuesday.

For every break-in like the highly publicized attacks against TJX Co and Heartland Payment , where hacker rings stole millions of credit card numbers, there are many more that never make the news.

"Of the thousands of cases that we've investigated, the public knows about a handful," said Shawn Henry, assistant director for the Federal Bureau of Investigation's Cyber Division. "There are million-dollar cases that nobody knows about."

Companies that are victims of cybercrime are reluctant to come forward out of fear the publicity will hurt their reputations, scare away customers and hurt profits. Sometimes they don't report the crimes to the FBI at all. In other cases they wait so long that it is tough to track down evidence.

"Keeping your head in the sand on filing a report means that the bad guys are out there hitting the next guy, and the next guy after that," Henry said.

He said the cybercrime problem has gotten bigger over the past three years because hackers have changed their attack methods as companies have tightened up security.

"It's absolutely gotten bigger, yes, absolutely," he said.

That is because the Internet is rapidly growing as a tool for commerce. As it does, consumers and companies alike are exposing valuable data such as business plans, credit card numbers, banking information and Social Security numbers.

"There are hundreds of billions of dollars that traverse the Internet," he said.

DESPERATELY SEEKING EASIER TARGETS

Cybercriminals are now looking beyond large companies, which in the past 10 years have bolstered security on their networks using products from software companies including Symantec Corp , McAfee Inc and Trend Micro Inc . Cisco Systems Inc , International Business Machines Corp and Websense Inc also sell products to protect computer networks.

Instead criminals are attacking small and medium-sized companies that don't have the inclination, money or expertise to prevent cybercrime.

They also target corporate executives and other wealthy public figures who it is relatively easy to pursue using public records. The FBI pursues such cases, though they are rarely made public.

On Nov. 4, the FBI warned of major fraud cases involving the theft of online banking credentials belonging to small and medium-sized businesses, local governments and school districts.

In this case, as in others, people hired through work-at-home schemes were used to move the money overseas.

A similar approach was used in a scheme that defrauded the Royal Bank of Scotland's RBS WorldPay of more than $9 million. A group, which included people from Estonia, Russia and Moldova, has been indicted for compromising the data encryption used by RBS WorldPay, one of the leading payment processing businesses globally.

The ring was accused of hacking data for payroll debit cards, which enable employees to withdraw their salaries from automated teller machines. More than $9 million was withdrawn in less than 12 hours from more than 2,100 ATMs around the world, the Justice Department has said.

Henry said that it was relatively inexpensive to pull together a cybercrime organization.

Some groups consist of a core of just about a dozen people -- including strategists, hackers and programmers -- who can get started with a budget of a few thousand dollars to set themselves up with computers and broadband access.

When they are ready to launch an attack, they might hire hundreds more people who help them launder the money. Known as "money mules," these people are often found through "work-at-home" schemes, where they are hired to cash checks for a few thousand dollars, keep a percentage and send the rest back to the core group.

"I think that there are people who are ignorant completely and others who have their head in the sand," said Henry.

(Reporting by Diane Bartz and Jim Finkle; Editing by Richard Chang) ((Diane.Bartz@ThomsonReuters.com; +1 202 898 8313))

CYBERSECURITY/FBI (INTERVIEW)|LANGEN|G|RBN|ABN|E|U|UKI|J

Document LBA0000020091124e5bo001cu

Cyber laws must punish individuals not society: specialist
340 words

17 November 2009

14:45

Agence France Presse

AFPR

English

Copyright Agence France-Presse, 2009 All reproduction and presentation rights reserved.

Laws regulating cybercrimes must target individuals and not society as a whole, an IT specialist told an Internet governance forum at the Egyptian resort of Sharm el-Sheikh on Tuesday.

Gisele Da Silva Craveiro from the University of Sao Paolo in Brazil said the broad nature of cyberlegislation leaves it open to abuse by authorities.

"Definitions for cybercrimes can be so broad as to fit everything... leaving the laws open to inappropriate use by authorities such as monitoring citizens," Craveiro told AFP on the sidelines of the Fourth Meeting of the Internet Governance Forum in Egypt.

"Technicians need to communicate with lawyers to come up with more efficient legislation so that society doesn't end up paying the price for too broad a legislation," she said.

Craveiro was speaking at a session entitled Developing Comprehensive Cybercrime Legislation organised by the Council of Europe at the Red Sea meeting.

"Legal frameworks should take into acount the rights of users and the role of the private sector on the one hand, and security concerns on the other," the Council of Europe said in a statement.

While broad legislation can mean the potential for misuse, targeting specific offences means having to regularly update laws to catch up with the meteoric evolution of cybercrimes, some said.

"You need to have a mix and match addressing specific offences but also taking into account new technologies and cybercrimes," said Pavan Duggal, Chairman of Cyber Law and IT Act. Committee in India, where data theft and unauthorised data use is posing the biggest challenge in cyberspace.

The Council of Europe Convention on Cybercrime is currently the only binding legal document designed to criminalise computer-related offences, content-related offences and offences relating to infringement of copyright and associated rights.

The IGF forum in Egypt has grouped more than 1,500 representatives of government, civil society, advocacy groups and the private sector from more than 100 countries to discuss the future of the Internet.
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WASHINGTON (AP) - Hackers are increasingly targeting law firms and public relations companies with a sophisticated e-mail scheme that breaks into their computer networks to steal sensitive data, often linked to large corporate clients doing business overseas.

The FBI has issued an advisory that warns companies of "noticeable increases" in efforts to hack into the law firms' computer systems -- a trend that cyber experts say began as far back as two years ago but has grown dramatically.

In many cases, the intrusions are what cyber security experts describe as "spear phishing," attacks that come through personalized spam e-mails that can slip through common defenses and appear harmless because they have subject lines appropriate to a person's business and appear to come from a trusted source.

"Law firms have a tremendous concentration of really critical, private information," said Bradford Bleier, unit chief with the FBI's cyber division. Infiltrating those computer systems, he said, "is a really optimal way to obtain economic, personal and personal security related information."

Alan Paller, director of research at SANS Institute, a computer-security organization, said Monday that a major law firm in New York was hacked into in early 2008 in an attack that originated in China.

FBI officials did not immediately return messages for comment on the China connection. The FBI advisory was dated Nov. 1, 2009.

U.S. officials have been cautious about publicly linking cyber attacks to China. But recent government reports have described computer attacks believed to have originated in China, although it is unclear if the intrusions were conducted by, or with the endorsement of, any element of the Chinese government.

As is often the case with cyber crime, Paller said it is difficult to tell whether hackers were working on behalf of the country's government, located in that country, or simply routing computer traffic through that country.

While some computer network attacks may be linked to countries such as China, in some cases they now can be orchestrated by independent cyber crime groups.

The hackers going after law firms, said Paller, often target companies that are negotiating a major international deal -- anything from seeking a patent on a sensitive new technology to opening a plant in another country.

"The best documents to steal are in the law firm that represents that company," said Paller, adding that often they are looking for documents that lay out the company's playbook for the deal, or its negotiating positions and tactics.

While opening a "spear phishing" e-mail itself does not pose a danger, they often contain Web links or attachments that when clicked on or opened will infiltrate the network or install malicious programs.

Once the hacker is in the network, they often plant a computer program that searches for, collects and copies files and sends them to a computer server, usually in another country. The program also may create a back door that will allow hackers to get back in later.

The FBI warned that the attachments or links can appear to be anything from a photo to an executable program.

Speaking to a crowd at an American Bar Association conference Friday, Bleier and other U.S. cyber officials warned that companies need to start re-evaluating what they put on their networks because hackers are getting more sophisticated.

While hackers used to be lone cyber attackers, they now more often are part of larger transnational organized crime operations, said Chris Painter, the White House's acting cybersecurity director.

The FBI said it noticed the increase in attacks on law firms and public relations companies during ongoing investigations.
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United States Defense Secretary Robert Gates welcomed a vice chairman of the People's Liberation Army to the Pentagon last week in what many analysts saw as a sign of warming ties. Yet the smiles masked China's aggressive development of cyberwarfare, and concern in Washington that in this area, America is on the defensive.

Consider the report released late last month by the U.S.-China Economic and Security Commission, which I head. Prepared by the Northrop Grumman Corporation for the Commission, the authors state China is conducting a "long-term, sophisticated, computer network exploitation campaign." The report[http://www.uscc.gov/researchpapers/2009/NorthropGrumman_PRC_Cyber_Paper_FINAL_Approved%20Report_16Oct2009.pdf] documents the most sophisticated cyberspying yet attributed to Beijing: a months-long cyber reconnaissance effort directed against a single U.S.-based company, followed by a "multiday" intrusion where large amounts of data were compiled and extracted to an Internet protocol address in China.

The attack is only one example of a string of recent incidents. In April this newspaper reported on intrusions into a U.S. defense contractor's network that resulted in the collection of "several terabytes of data" about the design of the F-35 "Lightning II" fighter system and its electronics systems. In 2005 Time magazine documented a series of intrusions into the U.S. Sandia Nuclear Weapons Laboratory the year before by Chinese hackers. According to the SANS Institute, a computer security firm, keystroke logs of intrusions on government computers leave "little doubt that the Chinese government" is behind the attacks. In some cases the intruders went to the same intrusion sites a hundred times a day. In 2008, from all sources, officials in the Department of Homeland Security and the U.S. Strategic Command say there were 5,488 known breaches of U.S. government computers, and 54,640 "incidents of malicious cyber activity" against the Department of Defense alone.

The PLA has been developing these capabilities since at least 2003, when the then-director of the PLA's electronic warfare department, Dai Qingmin, proposed a comprehensive information warfare effort, including cyber attack, electronic attack and coordinated kinetic attacks in military operations. The PLA has specialized units and trained personnel to conduct these kinds of attacks, which require reconnaissance, mapping and targeting.

To some extent China's cyberwarfare efforts are an extension of its more traditional espionage efforts to gather defense-related and economic information. The Federal Bureau of Investigation and the Department of Justice have had some success in prosecuting this kind of espionage. In California, the 2007 conviction of Chi Mak, an engineer for a defense contractor, revealed that information on naval propulsion and weapons systems was obtained by an official of the Chinese government. In two cases in Alexandria, Virginia in 2008, Department of Defense employees provided information on weapons systems and Taiwan's military to an individual working for the Chinese government.

In the cyber realm, however, the U.S. government and private industry seem to be in a reactive role, detecting intrusions and information losses only after the fact, with no cross-government or industry coordinated response. To complicate the problem, the very nature of the Internet makes it difficult to attribute the intrusions to a specific actor, while neither criminal nor international law adequately deals with cyberspying. So what should be done?

China's growing cyberwarfare capabilities aren't solely directed at the U.S. Leaders in Britain and Germany have voiced concerns, too. These nations cooperate to fight cybercrime, like hacking into banks. A parallel initiative to detect and counter cyberspies would be useful—but the initiative has to start with the U.S.

President Barack Obama made a good start by initiating a 60-day cyber-security review in February and appointing former intelligence official Melissa Hathaway as acting director for cyber security. In April, the review commission established by Mr. Obama released a report that recommended, among other things, a White House-based "cyber-security coordinator" to coordinate the U.S. government's cyber policies with private industry, and handle responses to threats. This "cyber czar" was to report to the National Security Council with some budgetary and resource influence through the Office of Management and Budget. That was a good start.

But from then on, results have been mixed. Ms. Hathaway resigned in August, reportedly unhappy with the lack of cooperation between the government and the private sector. Efforts to coordinate standards and policies across the private sector and in government, therefore, appear stalled. The Department of Homeland Security and the National Security Agency, which is part of the Department of Defense, are still arguing about which one should have primacy over these efforts.

The Pentagon has made more progress. Secretary Gates ordered in June the creation of a unified "United States Cyber Command" that began initial operations in October and will be fully operational by October 2010. Under this plan the National Security Agency was to function as the headquarters of the U.S. Cyber Command, with each of the military services putting together their own subordinate cyber commands.

There is debate in Congress, however, about the efficacy of letting the NSA have the keys to the cyber kingdom. There is also much debate about which agency will set the standards for, and oversee, nonintelligence- and nondefense-related government cyber networks. There is no clear decision on which agency will set standards and try to coordinate policies for civilian cyber infrastructure and critical infrastructure. And there is, to date, no "cyber czar" in the White House.

The Obama administration would do well to heed Ms. Hathaway's calls for international alliances on cyber security, better sharing of threat information with the private sector by government, and more open private-sector cooperation. This makes sense. American allies in Europe and Asia have experienced similar intrusions, as have private companies. More cooperation would provide a common picture of the threat and support a coordinated response.

It would also behoove Mr. Obama to clarify which government agency will take the lead in protecting the country from cyber attack. The National Security Agency should be at the top of his list: it has decades of experience conducting operations in the electronic and cyber realms. The agency has skilled personnel, wide contacts in the private sector and abroad, and highly skilled linguists able to work in languages associated with the origin of some of the intrusions.

In China there appears to be a centralized, coordinated and successful effort to penetrate American and other cyber networks. The U.S. and its allies, by contrast, so far seem to lack a concentrated, well-led cyber defense. And there will be none if the White House does not make this a priority. The National Security Agency has the experience, the international contacts and the expertise to defend the country from these threats. It should be the lead agency.

Mr. Wortzel, a former U.S. Army colonel and intelligence officer, is vice chairman of the U.S.-China Economic and Security Review Commission.
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Nigeria's anti-corruption police said Friday they had shut down some 800 scam websites and busted 18 syndicates of email fraudsters in a drive to curb cyber-crime the country is notorious for.

"Over 800 fraudulent e-mail addresses have been identified and shut down," Economic and Financial Crimes Commission (EFCC) boss Farida Waziri said.

"There have been 18 arrests of high profile syndicates operating cyber-crime organisations," she added.

In a statement EFCC, which has previously relied on raiding cyber cafes and complaints from the public to clampdown on the crime, said it has now adopted smart technology working in conjunction with Microsoft, to track down fraudulent emails.

When operating at full capacity, within the next six months, the scheme, dubbed "eagle claw" should be able to forewarn around a quarter of million potential victims.

Nigeria has an unenviable reputation of being the epicentre of email scammers.

In March Spanish police arrested 23 people, mainly Nigerians, suspected of running an email and letter scam thought to have defrauded over 150 people in the United States and Europe.

The gang would send out thousands letters every day to potential victims, making them believe they had access to millions of dollars in inheritance funds which they needed to invest away.

Victims were swindled of their money when asked to pay processing fees or supply their bank account details into which the funds would be transferred.

Some of fraudsters hack into private email accounts of prominent personalities and send e-mails to their contacts claiming to be stranded and asking for emergency cash.
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WASHINGTON, Oct 19 (Reuters) - Tens of millions of U.S. computers are loaded with scam security software that their owners may have paid for but which only makes the machines more vulnerable, according to a new Symantec report on cybercrime.

Cyberthieves are increasingly planting fake security alerts that pop up when computer users access a legitimate website. The "alert" warns them of a virus and offers security software, sometimes for free and sometimes for a fee.

"Lots of times, in fact they're a conduit for attackers to take over your machine," said Vincent Weafer, Symantec's vice president for security response.

"They'll take your credit card information, any personal information you've entered there and they've got your machine," he said, referring to some rogue software's ability to rope a users' machine into a botnet, a network of machines taken over to send spam or worse.

Symantec found 250 varieties of scam security software with legitimate sounding names like Antivirus 2010 and SpywareGuard 2008, and about 43 million attempted downloads in one year but did not know how many of the attempted downloads succeeded, said Weafer.

"In terms of the number of people who potentially have this in their machines, it's tens of millions," Weafer said.

It was also impossible to tell how much cyberthieves made off with but "affiliates" acting as middlemen to convince people to download the software were believed to earn between 1 cent per download and 55 cents.

TrafficConverter.biz, which has been shut down, had boasted that its top affiliates earned as much as $332,000 a month for selling scam security software, according to Weafer.

"What surprised us was how much these guys had tied into the whole affiliated model," Weafer said. "It was more refined than we anticipated." (Reporting by Diane Bartz; editing by Gunna Dickson)
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SINGAPORE (AP) - Transnational crime syndicates are becoming stronger by exploiting technology, forging links with one another and taking advantage of insufficient coordination among the world's police forces, officials at an Interpol conference said Monday.

Delegates warned that law enforcement agencies must urgently boost the sharing of intelligence to fight criminals, who are increasingly in cahoots with terrorist networks including al-Qaida.

"It is fair to say that criminals are ahead of governments in exploiting the most advanced tools of globalization," such as international travel, banking and trade, U.S. Deputy Attorney General David Ogden said.

"Criminals are at the most advanced stage of globalization," Ogden told The Associated Press on the sidelines of the conference organized by the United Nations and Interpol. "There is no question that we are behind, and the power of these international criminals has grown."

By one estimate, organized crime today comprises up to 15 percent of the global gross domestic product, Ogden said.

The Lyon, France-based Interpol was created in 1923 and is the world's largest international police organization with 187 member countries. It facilitates cross-border police cooperation and focuses on terrorism, organized crime and the trafficking of drugs, weapons, and humans.

But it appears Interpol is behind in the fight against crime, thanks to insufficient cooperation among countries. Part of the problem is corruption of police departments in many countries. Because of their shaky reputations, other countries are reluctant to share information with them.

"In order to share information you have to have confidence that it won't be misused," Ogden said.

Also, various law enforcement agencies -- even within the same country -- suffer from rivalries, resulting in information not being disseminated.

Examples of transnational crimes abound. Ogden cited an emblematic case disclosed last year -- a racketeering enterprise in Romania that had joined forces with criminals around the world, including street gangs in Los Angeles, to use the Internet to defraud thousands of people and hundreds of financial institutions.

Those charged in the case operated from locations in the Canada, Pakistan, Portugal, Romania and United States, and were citizens or permanent residents of Cambodia, Mexico, Pakistan, Romania, the United States and Vietnam.

Earlier Monday, Pakistan's Interior Minister Rehman Malik drew the attention of the growing synergy among terrorism, drug trafficking, money laundering and cybercrime.

Pakistan, a front-line state in the fight against the Taliban and al-Qaida terrorists, has experienced all the crimes firsthand, said Malik, warning that they can quickly spread beyond its borders if not tackled jointly by the international community.

"Terrorists have no boundaries, no religion," he said. "This is the time we have to sit together and put our heads together. The cooperation needs to be even more effective."

Singaporean Prime Minister Lee Hsien Loong, who opened the four-day conference, said that while globalization may have bought untold benefits to countries, it has also made crime global.

"When good gains a foot, evil adds a yard. As you upgrade your knowledge, skills and equipment, you can be sure that criminals are doing the same," he said.

Also Monday, Interpol and the U.N. agreed to increase the role of the police in peacekeeping and peacebuilding operations. An action plan to fulfill this aim would be drafted in the next 12 years, a statement said.

If U.N. peacekeepers in post-war zones are asked to perform police-like functions and to combat transnational crime, then more peacekeepers should come from the ranks of police, Interpol Secretary-General Ronald K. Noble said.

Interpol's huge databases including names of criminals, fingerprints, DNA profiles, stolen passports, and stolen vehicles make the organization "an essential partner for police peacekeepers," he said.

------

Associated Press writer Alex Kennedy contributed to this report.
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International law enforcement officials called Monday for concerted global action to strike at the financial assets of terror groups and organised crime to cripple their operations.

Speaking at the 78th general assembly of the global police agency Interpol here, US Deputy Attorney General David Ogden urged countries to pass robust anti-money laundering legislation and make it easier to seize ill-gotten funds.

"Right now, international organised crime pays. We must change that," Ogden told delegates, including interior ministers, police officers and diplomats.

He cited one estimate showing that organised crime accounted for about 15 percent of global gross domestic product.

"Strong asset forfeiture and money laundering laws are central buttons to deprive criminals of their ill-gotten gains, to seize the instrumentalities of their trade and to use the power of asset forfeiture to destroy their illegal enterprises," he said.

"Like any modern business, these organisations need capital and exist to amass assets."

Speakers at the assembly highlighted how terror groups and organised crime syndicates use technology to successfully hide the proceeds of their illegal activities from law enforcers.

At times, criminals have also been a step ahead of the police in using technology to their advantage, they said.

Singapore Prime Minister Lee Hsien Loong told the assembly that while globalisation has brought benefits, it has also enabled crime and terror organisations to ply their deadly trade with ease.

"Using modern communications tools, criminals can freely exchange information, coordinate their operations and even share best crime practices," Lee said.

"Jihadist terrorism, drug trafficking, human trafficking and cybercrime are all global in scale and trans-national in nature."

Pakistan's Minister of Interior Rehman Malik appealed for international help to strengthen the capacity of the Pakistani police to deal with organised crime and terrorism.

"We've seen terroristic financing through drug barons. We have seen money laundering very much connected with terrorism," he told delegates.

"We need to work out a strategy to handle these crimes because they are growing in such a way that they are promoting international terrorism."
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Los Angeles -- Justin Feffer, a senior investigator at the Los Angeles County district attorney's office, drove to a suspect's house last December for a search relating to an identity-theft case. First, he did what cops normally do: took down the license number on the truck in the driveway, noted that surveillance cameras hung from the eaves and the windows were covered in paper.

Then, he did something unusual for a local cop: He pulled out his iPhone and checked for any unencrypted wireless access points nearby. The iPhone check, says Mr. Feffer, helped avoid the predicament that befell two other law-enforcement agencies that raided the wrong house on successive days, because the real suspect in a child pornography case had been using an innocent person's unprotected wireless Internet connection. Mr. Feffer didn't find any wireless loopholes that could be exploited.

As a member of the Los Angeles district attorney's high-technology crimes unit, Mr. Feffer is part of a cadre of 21st century crime fighters who sift through digital evidence on computers, cellphones and other electronic devices. While the Internet has vastly expanded the reach of criminals, the digital fingerprints that these activities leave can be a powerful investigative tool -- for those with the knowledge and equipment to use it.

These days, "practically every crime, from drug dealing to murder, involves digital evidence," says Los Angeles District Attorney Steve Cooley, whose office handles state felony prosecutions in the nation's most populous county. To grapple with what Mr. Cooley calls this "tsunami of digital evidence," the number of high-tech investigators and prosecutors has expanded in recent years to 20 people from two.

Most local law enforcement agencies, however, aren't so lucky. Federal agencies, such as the Federal Bureau of Investigation, have long had substantial high-tech operations. But many of the thousands of local and state law-enforcement agencies -- which handle about 90% of the nation's felony cases -- have been scrambling to gear up for 21st century crime fighting, say people familiar with the issue.

"Police chiefs and sheriffs have realized it is smart to have a cyber presence in their department," but many "don't have the budget to support" the specialized equipment and training needed, says Robert Hopper of the National White Collar Crime Center, a Glen Allen, Va., nonprofit that provides training to law enforcement.

There are examples of local success in cyber crime fighting. Computer investigators at the Manhattan district attorney's office helped win convictions of five individuals who stole victims' personal information from online databases to commit identity theft, says Antonia Merzon, head of the office's identity theft unit.

Investigators from the Alabama's state computer forensics laboratory recovered pictures from a computer memory card and digital camera of Pierre Falgout III showing him abusing young children, says Barry Matson, chief prosecutor of the state forensics labs. Ultimately, he pleaded guilty and last year a federal judge sentenced him to 960 years in prison.

At the Los Angeles district attorney's high-tech unit, a number of the investigators started as street cops with a personal interest in computers. "I aspired to be a nerd," jokes James Hildreth, a former deputy sheriff who is now supervising investigator of the unit, which has its own forensics lab -- a windowless downtown Los Angeles office filled with computers that extract and analyze data from other electronic devices.

In 2005, Mr. Hildreth analyzed the computer of a local photographer named John Rutter, who was being prosecuted by the district attorney for allegedly trying to extract over $3 million from actress Cameron Diaz for some risque photos he took of the actress early in her career.

A key document was a release form Ms. Diaz had supposedly signed giving Mr. Rutter use of the photos. Going through the defendant's computer, Mr. Hildreth discovered copies of autographed photos of Ms. Diaz that had been taken off the Internet as well as a file where those signatures had been transferred. One of those signatures proved to be a match of the one on the supposed release form, says Mr. Hildreth.

"Once we proved the release was a forgery, his whole defense pretty much fell apart," says David Walgren, prosecutor on the case.

Mr. Rutter was convicted of attempted grand theft, forgery and perjury and sentenced to over three years in prison. His attorney, Mark Werksman, says the district attorney's investigation was "very skillful" and "relied heavily" on its high-tech resources.

The high-tech unit has also helped track down a man who was using a public computer at the Beverly Hills library to send out threats, including blowing up a high school basketball game. They also tracked two men who allegedly stole over three dozen $3,500 police radios. The Beverly Hills man was convicted of unlawful communications with an electronic device and given probation. The men in the radio case were charged with conspiracy to commit theft and await trial.

The high-tech unit also responds to cyber-related emergencies. Last year, executives at a major movie studio locally received an e-mail from what appeared to be the general counsel concerning a secret business project, says Mr. Feffer. When executives opened an e-mail attachment, it introduced "malware" into their computers, which allowed the intruder wide access into computer files.

While the studio's computer system had anti-virus protection, such programs generally pick up "only about 60% of the malware in existence," says Mr. Feffer, who helped debug the computer system and trace the attack to an overseas source. Since this was beyond their jurisdiction, Mr. Feffer says, the investigation was turned over to "other agencies," which he declines to name. No charges have been filed in the case, he adds.

Last year's investigation of identity theft, which involved stealing online tax returns, highlighted the vulnerability of many home computers. Hundreds of victims had their tax returns and other personal information filched from their computers because they had installed file-sharing software, says Mr. Feffer. Such software, which many people use to share music through peer-to-peer networks, can leave all the files on a person's computer open to the Internet if proper precautions aren't taken, he says. Stealing the files was as simple as typing in the search words "tax returns" and harvesting what came up from the network.

Tipped by an informant who tracks illegal online file sharing, district attorney investigators used the suspect computer's own Internet footprints to find the house where it was located. There, under a bed, they found a thumb-sized computer device which yielded copies of the stolen tax returns. The victims' personal information had been used to open bogus credit card accounts, according to court filings in the criminal case.

Earlier this year, Jill Sellers, 29, pleaded guilty to the identity theft and was sentenced to over two years in prison. Her attorney declined to comment.

If file sharing is a risk to the innocent, it can also be a snare for the guilty. Under a federally funded program, local law enforcement now has the ability to search file-sharing networks on a real-time basis for files containing pornographic images of children. During a recent demonstration by Mr. Feffer, dots popped up all over a map of Los Angeles County on his computer screen.

"Each of those is one or more computers currently sharing child porno files," he said. The district attorney's office began using this search software in January and has filed nine criminal cases. Several have already resulted in convictions.

License this article from Dow Jones Reprint Service[http://www.djreprints.com/link/DJRFactiva.html?FACTIVA=wjco20091007000079]
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LOS ANGELES (AP) - U.S. and Egyptian authorities have charged nearly 100 people with helping an identity theft ring steal money from thousands of bank accounts.

An FBI statement says an indictment unsealed Wednesday in Los Angeles charges more than 50 people in the United States with running the "phishing" scheme and Egyptian authorities have charged another 47. The FBI says it's the largest number of defendants ever charged in a cybercrime case.

The indictment claims Egyptian hackers used e-mails to direct victims to phony bank Web sites, where they were asked to provide account numbers. Authorities say the crooks then raided their bank accounts.

The FBI says 33 people were arrested Wednesday morning, mostly in Southern California but also in Nevada and North Carolina.
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WASHINGTON (AP) - Civil liberties and Muslim groups say domestic surveillance guidelines recently revealed by the FBI show the agency could be spying on Americans who are not involved in crime or terrorism.

The American Civil Liberties Union says the 258-page document shows the FBI can conduct invasive surveillance of Americans with essentially no restrictions. And the Council on American-Islamic Relations is concerned about the use of informants in mosques.

"These newly revealed guidelines for FBI investigations only serve to heighten concerns that the Bush administration put in place policies that will inevitably lead to violations of the Constitution and of the right of all Americans to practice their faith without fear of government intrusion or intimidation," CAIR attorney Nadhira Al-Khalili said in a statement.

Late Friday the FBI posted an edited version of its Domestic Investigations and Operations Guide on its Web site as a result of a Freedom of Information Act lawsuit filed by the Electronic Frontier Foundation. The guide was approved in December, during the final days of the Bush administration, and establishes policy that guides all the FBI's domestic operations, including counterterrorism, counterintelligence, criminal or cyber crime.

Foundation attorney David Sobel said he's more concerned with what the FBI removed from its guidelines for public consumption than what it disclosed. The edited version blacked out descriptions of how the FBI pursues investigative "assessments" of Americans without any evidence of wrongdoing and how it uses informants in political, civil and religious organizations.

"The critical parts of the guidelines are being withheld so it's impossible for anyone to make any informed comment on what the FBI is doing," Sobel said. He said the foundation will continue fighting in court for more disclosure.

While CAIR is asking the Obama administration to review the guidelines and bring them into conformity with the Constitution, the ACLU wants Congress to limit the FBI's authority to conduct investigations without reasonable suspicion of wrongdoing.

"The FBI has considerable authority -- and a noted history of abusing that authority," said Michael Macleod-Ball, acting director of the ACLU Washington legislative office. "Its investigative powers must have nothing less than clear, bright and easily understood boundaries."

The FBI did not immediately respond to a request for comment on the criticism.
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PALO ALTO, Calif. -- From a Silicon Valley office strewn with bean-bag chairs, a group of twenty-something software engineers is building an unlikely following of terrorist hunters at U.S. spy agencies.

One of the latest entrants into the government spy-services marketplace, Palantir Technologies has designed what many intelligence analysts say is the most effective tool to date to investigate terrorist networks. The software's main advance is a user-friendly search tool that can scan multiple data sources at once, something previous search tools couldn't do. That means an analyst who is following a tip about a planned terror attack, for example, can more quickly and easily unearth connections among suspects, money transfers, phone calls and previous attacks around the globe.

Palantir's software has helped root out terrorist financing networks, revealed new trends in roadside bomb attacks, and uncovered details of Syrian suicide bombing networks in Iraq, according to current and former U.S. officials familiar with the events. It has also foiled a Pakistani suicide bombing plot on Western targets and discovered a spy infiltration of an allied government. It is now being used by the Central Intelligence Agency, the Pentagon and the Federal Bureau of Investigation.

Yet Palantir -- which takes its name from the "seeing stones" in the "Lord of the Rings" series -- remains an outlier among government security contractors. It rejected advice to hire retired generals to curry favor with the agencies and hired young government analysts frustrated by working with slow-footed technology. The company's founders knew little about intelligence gathering when they started out. Instead, they went on a fact-finding mission, working with analysts to build the product from scratch.

"We were very naive. We just thought this was a cool idea," says Palantir's 41-year-old chief executive Alexander Karp, whose usual dress is a track-suit jacket, blue jeans, and red leather sneakers. "I underestimated how difficult it would be."

Technology like Palantir's is increasingly important to spies confronting an information explosion, where terrorists can hide communications in vast data streams on the Internet. Intelligence agencies are struggling to identify and monitor such information -- and quickly send relevant data to the analysts who need it. U.S. officials say the software is also crucial as the country steps up its offensive in difficult theaters like Afghanistan. There, Palantir's software is now being used to analyze constantly shifting tribal dynamics and distinguish potential allies from enemies, according to current and former counterterrorism officials familiar with the work.

"It's a new way of war fighting," says former Assistant Secretary of Defense Mary Beth Long. While there are many good systems, Ms. Long says, with Palantir's software "you can actually point to examples where it was pretty clear that lives were saved."

Palantir's chief rivals are I2 Inc., a 20-year-old software company with offices in McLean, Va., and a handful of defense contractors who have been building software for intelligence agencies for years. I2's general manager, Todd Drake, dismisses his upstart competitor as "the new sexy thing," saying that Palantir won't be able to make lasting inroads in a government market that prizes the stability of established companies. Palantir CEO Mr. Karp says such criticism doesn't trouble him. He says the company is already expanding rapidly.

Palantir's roots date back to 2000, when Mr. Karp returned to the U.S. after living for years in Frankfurt, where he earned his doctorate in German social philosophy and discovered a talent for investing. He reconnected with a buddy from Stanford Law School, Peter Thiel, the billionaire founder of online payment company PayPal.

In 2003, Mr. Thiel pitched an idea to Mr. Karp: Could they build software that would uncover terror networks using the approach PayPal had devised to fight Russian cybercriminals?

PayPal's software could make connections between fraudulent payments that on the surface seemed unrelated. By following such leads, PayPal was able to identify suspect customers and uncover cybercrime networks. The company saw a tenfold decrease in fraud losses after it launched the software, while many competitors struggled to beat back cheaters.

Mr. Thiel wanted to design software to tackle terrorism because at the time, he says, the government's response to issues like airport security was increasingly "nightmarish." The two launched Palantir in 2004 with three other investors, but they attracted little interest from venture-capital firms. The company's $30 million start-up costs were largely bankrolled by Mr. Thiel and his own venture-capital fund.

They modeled Palantir's culture on Google's, with catered meals of ahi tuna and a free-form 24-hour workplace wired so 16 people can play the Halo video game. The kitchen is stocked by request with such items as Pepto Bismol and glass bottles of Mexican Coca Cola sweetened with sugar not corn syrup. The company recently hosted its own battle of the bands.

One of the venture firms that rejected Palantir's overtures steered the company to In-Q-Tel, a nonprofit venture-capital firm established by the CIA a decade ago to tap innovation that could be used for intelligence work. As Silicon Valley's venture funding dries up, In-Q-Tel says it has seen a surge of requests from start-ups in the last year or so, many of which now see the government as an alternate money stream.

In-Q-Tel invested about $2 million in Palantir and provided a critical entreé to the CIA and other agencies. For his first spy meeting in 2005, Mr. Karp shed his track suit for a sports coat. He arrived at an agency -- he won't say which one -- and was immediately "freaked out" by security officers guarding the building with guns. In a windowless, code-locked room, he introduced himself to the first official he met: "Hi, I'm Alex Karp," Mr. Karp said, offering his hand. No response. "I didn't know you really don't ask their names," he says now.

Mr. Karp showed the group a prototype. The software was similar to PayPal's fraud-detection system. But instead of identifying and connecting cyber criminals, it focused on two hypothetical terror suspects and followed their activities, including travel and money transfers.

After the demo, he was peppered with skeptical questions: Is anyone at your company cleared to work with classified information? Have you ever worked with intelligence agencies? Do you have senior advisers who have worked with intelligence agencies? Do you have a sales force that is cleared to work with classified information? The answer every time: no.

But the group was sufficiently intrigued by the demo, and In-Q-Tel arranged for Palantir engineers to meet directly with intelligence analysts, to help build a comprehensive search tool from scratch.

Every other week for about two years, the engineers returned to Washington with a revised product, based on analysts' requests. The approach won over a number of tech-savvy younger analysts who asked their bosses to adopt the software.

Spy agencies like the CIA and military intelligence organizations have hundreds of databases each, most of which aren't linked up. A single database might contain reports from field agents or lists of known terrorists or companies thought to be financing terrorism. To conduct an investigation, analysts have to query individual databases separately, then try to make sense of the data -- frequently with pen and paper.

With many of the existing search tools, analysts also can't access some files on terrorist suspects or other threats because a bit of data in the file is classified at a level higher than they are allowed to see. That is a problem, because making connections among new clues and existing data is a key to foiling terrorist plots. Among the missed opportunities cited by post-9/11 investigations were the failure to see that five of the 19 hijackers used the same phone number as ringleader Mohammad Atta to book their airline tickets, two used the same frequent-flier number, and five used two common addresses to make their reservations.

Palantir's software plugs these gaps by using a "tagging" technique similar to that used by the search functions on most Web sites. Palantir tags, or categorizes, every bit of data separately, whether it be a first name, a last name or a phone number. That means if only one piece of data in a file is classified top-secret, an analyst with a lower level clearance can still see the rest of the data. It also allows analysts to quickly tag information themselves as it arrives in the form of field reports from spies overseas, and to see who else in the agency is doing similar research so they can share their findings.

By connecting different databases, analysts can start making new links. Someone could see, for example, that one terrorist suspect flagged in one database has been living at the same address as the cousin of another suspect whose information is in another database, and that the two men flew to the same city after money was transferred to a particular bank account.

Some analysts say Palantir's strength is helping analysts draw inferences when confronted with an enormous amount of disparate data. Palantir's tool is getting a thumbs-up from officers using it. "It is much simpler to understand the results of inquiries, and provides more in-depth database links then the current programs in use by the Army today," says Captain James King, an Army intelligence officer.

A handful of agencies have adopted Palantir's software for specific projects. The Pentagon recently used it to track patterns in roadside bomb deployment. Officials say analysts were able to connect two reports and conclude that garage-door openers were being used as remote detonators and soldiers on the ground had a new device to look for.

Analysts at West Point recently used Palantir's software to map evidence of Syrian suicide-bombing networks buried within nearly 700 al Qaeda documents, including hundreds of personnel records that the military recovered in Iraq. The analysts did an initial sweep of the data without the Palantir tool and assembled a report on foreign fighters in Iraq who were paying Syrian middlemen to send over suicide bombers.

A second analysis with Palantir uncovered more details of the Syrian networks, including profiles of their top coordinators, which led analysts to conclude there wasn't one Syrian network, but many. Analysts identified key facilitators, how much they charged people who wanted to become suicide bombers, and where many of the fighters came from. Fighters from Saudi Arabia, for example, paid the most -- $1,088 -- for the opportunity to become suicide bombers.

Such details helped local law enforcement break up some of the rings, said one U.S. official familiar with the work. It also revealed the extent to which al Qaeda was relying on mercenary smuggling networks, rather than true believers, to get suicide bombers into Iraq.

In the past two years, Palantir's work in Washington has expanded from eight pilot programs to more than 50 projects, executives say. The Australian government is now a client, and the NSA is eyeing Palantir, as is the U.K., current and former government officials say.

The company expects to turn a profit on its government work this year -- it recently started working with financial companies, but says it is too early to see any profits from that yet -- and for revenues to reach $100 million within the next two years. Palantir also maintains a pro-bono roster. It examined the cyber attacks on the central Asian country of Georgia last year, and earlier this year helped Canadian researchers uncover a cyberspying operation on the Dalai Lama. The company is now working with a nonprofit investigative group in Washington to resolve open questions in the 2002 murder of The Wall Street Journal reporter Daniel Pearl.

In 2007, Mr. Karp hired his first intelligence-agency alum, David Worn, to open a Washington office. Mr. Worn says he was among the younger agency analysts who felt trapped in an outdated system.

As he builds up the East Coast office, which now employs 20 people, Mr. Worn says that the company is still figuring out "how to live in those two worlds" of Silicon Valley and Washington. One thing that does seem to help: He and his colleagues make frequent trips to Palo Alto to make sure they don't lose "the vibe of the Shire," the home of the hobbits from Lord of the Rings.

Write to Siobhan Gorman at siobhan.gorman@wsj.com[mailto:siobhan.gorman@wsj.com]
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